
UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF NEW YORK

THOMAS WILNER, et a!.,

Plaintiffs, Civil Action O73 883 (DLC)

v.

NATIONAL SECURITY AGENCY and
UNITED STATES DEPARTMENT OF JUSTICE,

Defendants.

DECLARATION OF KATHY HSU

I, Kathy Hsu, declare the following to be true and correct:

1. I am an attorney in the Criminal Division of the United States Department of Justice

assigned to the Office of Enforcement Operations. My specific assignment at the present time is that

of Litigation Attorney for the Division's Freedom of Information Act/Privacy Act Unit (FOIA/PA

Unit).

2. In such capacity, my duties are, inter alia, to review complaints in lawsuits filed under both

the Freedom of Information Act (FOIA), 5 U.S.C. § 552 et seq., and the Privacy Act (PA), 5 U.S.C.

§ 55 2a et seq., and to provide litigation support and assistance to Assistant United States Attorneys

and to Department trial attorneys litigating these cases in District Court. In conjunction with these

duties, I review processing files that have been compiled by the paralegal processors and reviewed by

sup ervisoryparalegals andlor by the FOIAIPA Unit's Acting Chief in responding to FOIA/PA requests

received by the Unit. I also consult with the Unit's Acting Chief, who supervises the Unit's processing

of FOIA and PA requests, and with the supervisory paralegals to confirm that determinations to
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withhold or to release records of the Criminal Division have been made in accordance with the

provisions of both the FOIA and the PA, and with Department of Justice regulations -28 C.F.R. § 16.1

et seq.

3. I make this declaration on the basis of information acquired through the performance of my

official duties.

SUMMARY OF CORRESPONDENCE

4. By a letter dated January 18, 2006, addressed to the Department of Justice's Justice

Management Division (JMD), the plaintiffs in the above-captioned action, attorneys affiliated with the

Center for Constitutional Rights (CCR), made a request for records concerning the National Security

Agency's (NSA) "warrantless electronic surveillance or warrantless physical searches of any person

located within the United States from September 11, 2001 to the date of this FOIA {rjequest that

references a [r]equesting [p]arty." See Exhibit 1.

5. On July 17, 2006, JMD referred the plaintiffs' request to the Criminal Division's FOJA/PA

Unit. The referral was received by the FOJAIPA Unit on July 20, 2006. See Exhibit 2.

6. By a letter addressed to the plaintiffs dated November 16, 2006, the FOJA/PA Unit

acknowledged receipt of the plaintiffs' January 18, 2006 request, and assigned it case number

CRM-200600734F. The letter advised that the Criminal Division had no records reflecting warrantless

physical searches in the United States had been located; however, the Criminal Division did have

copies of the Justice Department's "Legal Authorities Supporting the Activities of the National

Security Agency Described by the President," report dated January 19, 2006. The plaintiffs were

notified that the report was already publicly available. The plaintiffs were also notified of their right

to seek an administrative appeal. See Exhibit 3.
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7. The November 16, 2006 letter, as discussed above, also advised the plaintiffs that to the

extent the Criminal Division should maintain records pertaining to its request, that information would

have been compiled solely in conjunction with investigations of unauthorized disclosure of classified

information concerning the Terrorist Surveillance Program, or in connection with pending criminal

prosecutions or investigations. Moreover, the letter stated that such information, should it exist, would

pertain to pending law enforcement investigations, and/or is the subject of a court sealing order, and

that any responsive information would be withheld in full under Exemption 7(A) of the FOJA, which

permits the withholding of "records or information compiled for law enforcement purposes, but only

to the extent that the production of such law enforcement records or information . . . (A) could

reasonably be expected to interfere with enforcement proceedings." 5 U.S.C. § 552(b)(7)(A). The

letter also advised that FOJA Exemptions 1, 5, 6, (7)(C), and 7(D) may apply as overlapping

exemptions to portions of the same material. See id.

8. In a letter dated January 13, 2007, the plaintiffs filed an administrative appeal with the

Office of Information and Privacy (O1P) alleging that the Criminal Division's November 16, 2006

response, "to either confirm of deny the existence or nonexistence of responsive records pursuant to

Exemption 7(A), and potentially other exemptions[,]" was a refusal to respond to its request. See

Exhibit 4.

9. In response to the plaintiffs' administrative appeal dated February 5,2007, OIP advised

the plaintiffs that it affirmed the Criminal Division's action regarding his request on modified grounds.

Specifically, OIP found that the Criminal Division properly withheld the information described in the

November 16, 2006 letter, pursuant to 5 U.S.C. § 552(b)(7)(A). The plaintiffs were further advised

that this provision concerns records or information complied for law enforcement purposes, the release
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of which could reasonably be expected to interfere with enforcement proceedings. See Exhibit 5.

10. By a memorandum dated July 31, 2007, and received by the Criminal Division on August

14, 2007, OIP referred to the FOJA/PA Unit one record, consisting of three pages, which is of primary

interest to the Criminal Division's Counterterrorism Section (CTS), for review and direct response to

the plaintiffs. See Exhibit 6.

11. By a letter dated August 17, 2007, the FOIA/PA Unit notified the plaintiffs that it had

processed the three-page record and determined to release the document in part. The portions withheld

are the names of numerous CTS attorneys and contacts in the field. The plaintiffs were advised that

the portions withheld in part where done so pursuant to Exemptions 6 and (7)(C) of the FOJA, as set

forth in 5 U.S.C. § 552(b). The letter further advised the plaintiffs that although a complaint in the

United States District Court regarding this FOJA request had already been filed, the FOIA/PA Unit is

still obligated to inform the plaintiffs of its administrative appeal rights. Attached to the letter was a

copy of the three-page record. See Exhibit 71

Searches for Responsive Records

12. Upon receipt of plaintiffs' request from JMD, as discussed in paragraph 4 above, the

Criminal Division's FOIAIPA Unit immediately searched its components and sections for responsive

records. In conducting such searches, the FOJA/PA Unit relies on its many years of experience in

searching for records responsive to FOIA requests. Basedon that expertise, a search slip with a copy

The same three-page record was also the subject of a referral from OIP with respect to a FOIA
request made by the American Civil Liberties Union (ACLU) and the Electronic Privacy Information
Center (EPIC). The FOJA/PA Unit processed the three-page record in an identical manner, releasing
the document in part to the ACLU and EPIC and withholding portions pursuant to Exemptions 6 and
7(C).
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of the plaintiffs' request is transmitted to all sections that may have records responsive to the plaintiffs'

request. Designated personnel employed by the pertinent sections undertake a search for responsive

materials and report the results by means of individual, signed forms to the Criminal Division

FOIAIPA Unit. Searches are to be undertaken in the same manner as if the Criminal Division were

seeking the information for its own, official purposes. By this means, the Criminal Division aims to

ensure that its searches fully meet the criteria established under the Freedom of Information Act and

the Privacy Act and interpretative decisional law. In this case the FOJA/PA Unit requested that the

Criminal Division's Office of Enforcement Operations' Title III Unit, the Counterterrorism Section,

Domestic Security Section, and Counterespionage Section search their files for responsive records.

To assist in directing their search the FOIA/PA Unit attached a copy of the plaintiffs' request to the

search slip.2

13. I have personally reviewed all of the original, signed search sheets in this case, and have

verified that all of the Criminal Division's sections, which may have relevant records, searched their

files and have each indicated the extent to which it maintains records (or does not maintain) responsive

to plaintiffs' request.

JUSTIFICATION FOR WITHHOLDING OF INFORMATION

Exemption 7(A)

14. FOIA exemption (7)(A) permits the withholding of:

(7) records or information compiled for law enforcement purposes, but
only to the extent that the production of such law enforcement records
or information

2 The ACLU and EPIC both made similar requests, which have resulted in similar law
suits as the plaintiffs. See ACLU, et a!., v. DOJ, 1 :06cv00214 (HHK) (DDC); EPIC v. DOJ,
1 :06cv00096(HHK) (DDC).
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(A) could reasonably be expected to interfere with
enforcement proceedings .

5 U.S.C. § 552(b)(7)(A).

15. The records being withheld under Exemption 7(A) were compiled in conjunction with an

on-going investigation into the unauthorized disclosure, or "leak," of classified information concerning

the Terrorist Surveillance Program, involving allegations of violations of federal criminal law,

specifically, 18 U.S.C. § 793 and 798, and related statutes. Accordingly, these record(s) meet

Exemption 7's threshold requirement of "records or information compiled for law enforcement

purposes."

16. In conducting its review of these records, the FOIA/PA Unit also consulted with the

Division sections having an interest in these records. The records withheld pursuant to Exemption

7(A) relate to matters in an on-going criminal Division investigation. The attorneys in charge of these

matters have informed the FOJAJPA that release of these records could reasonably be expected to

interfere with the on-going criminal proceedings. The expected interference with or hann to these

proceeding is discussed in greater detail below in this declaration.

17. In consulting with the Criminal Division sections having an interest in these records, it

became clear that any records in the possession of the Division that are responsive to the plaintiffs'

request for records concerning the NSA's warrantless electronic surveillance or warrantless physical

search programs would only be incidental to the leak investigation. In other words, to the extent the

relevant Division sections have compiled any records responsive to the plaintiffs' request, such records

are few in number and provide only the background for the Division's investigation into the

unauthorized disclosure of this classified information.

18. The records withheld under Exemption 7(A) were reviewed for the purpose of
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identifying categories into which these records would logically fall. Every effort was made to

identify meaningful categories that would provide sufficient insight into the nature of the

information contained in the records falling within a specific category, yet not so descriptive as to

reveal prematurely the very information that is statutorily protected.

19. The records withheld in full pursuant to Exemption 7(A) fall into three categories:

(1) Classified copies of Federal Bureau of Investigation "302" Reports (specifically,

reports and summaries of witness interviews), containing attorney notes, which

further contain information related to potential subjects of the investigation and

which would reveal their identities as well as the focus of the investigation;

(2) Unclassified documents relating to attorney work product and case development

matters, specifically attorney notes containing discussions of prospective and

investigative theories; discussions or analyses of individuals under investigation;

and discussions and analyses of allegations and legal issues concerning the subject

matter and areas of inquiry of the investigations, which would reveal (a) identities

of subjects of the investigation; (b) facts relevant to the investigation; and (c) facts

about the Terrorist Surveillance Program; and

(3) A classified chronology of events related to the leak investigation, showing the

history of events leading up to the investigation as well as the initial and developing

focus of the investigation, and which also contains statements of potential witnesses

or subjects of the investigation.3

To the extent the Criminal Division's leak investigation files contain information that
would not qualify for protection under Exemption 7(A) (typically, such items as media coverage
that would not indicate the focus of the investigation or publicly filed materials), it has been
determined that such information is not responsive to plaintiffs' requests. Therefore such
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20. The Criminal Division determined that disclosure of the information contained in the

categories of documents described above could reasonably be expected to result in interference

with the on-going proceedings. For example, prematurely disclosing documents relating to

witnesses in on-going inquiries and investigations could result in witness tampering or

intimidation; could lead to alteration, tailoring, or construction of testimony; and could discourage

the continued cooperation of these witnesses as well as of other knowledgeable individuals.

Likewise, disclosure of attorney work product and other documents related either to the

government's initial inquiries or to the development of the government's cases could prematurely

reveal the direction, focus and scope of the inquiries; the evidence developed to date and the

reliance placed by the government on that evidence; the government's strategies; and the strengths

and weaknesses of the government's cases. Prematurely revealing such information could also

provide the targets and subjects with undue insight into the development of the government's

cases, could enable them to devise strategies to counter prosecutorial efforts, and could impair the

government's ability to present its most effective case. Finally, disclosure of evidentiary material

obtained by the government could likewise provide targets and subjects with insight into the

government's case against them; could enable such individuals to alter, tailor or destroy evidence,

as well as to fabricate alibis, or could otherwise assist such individuals in circumventing the

investigations.

21. The Criminal Division has made every effort to provide clear and full descriptions of

the categories of records being withheld pursuant to Exemption 7(A) and to identify the

interference with or harm to the still pending proceeding that could reasonably be expected to

limited, segregable information is not, in this instance, subject to disclosure.
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occur from release of the information contained in these records. However, any attempt to describe

these records in greater detail would lead to disclosure of the very information sought to be

protected.

JUSTIFICATION FOR WITHHOLDING OF INFORMATION

Exemptions 5, 6, (7)(C), and 7(D)4

22. The categories of documents identified above have further been withheld pursuant to other

FOJA exemptions, as identified in the paragraphs below. As it is submitted that all of this information

is currently fully protected pursuant to Exemption 7(A), as detailed above, these exemptions are

included solely as additional bases for withholding should the Court, for any reason, at any time

determine that such withheld information is not protected under Exemption 7(A).

23. First, FOJA exemption 5 permits the withholding of:

inter-agency or intra-agency memorandums or letters
which would not be available by law to a party other
than an agency in litigation with the agency..

5 U.S.C. § 552(b)(5).

24. This exemption authorizes the withholding of information that would not be subject to

discovery in civil proceedings. Of the ordinary litigation privileges available to DOJ, the deliberative

process privilege and the attorney work product doctrine are applicable here.

25. Documents covered by the deliberative process privilege include those reflecting advisory

opinions, recommendations and deliberations comprising part of a process by which government

To the extent that the categories of documents identified in above are classified, FOJA
exemption 1, 5 U.S.C. § 552(b)(1), provides further protection for these records. Exemption 1
protects information "(A) specifically authorized under criteria established by an Executive order
to be kept secret in the interest of national defense or foreign policy and (B) are in fact properly
classified pursuant to such Executive order." See 5 U.S.C. § 552(b)(l).
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decisions and policies are formulated. An agency record must satisfy three conditions to qualify for

the deliberative process privilege. It must be "inter-agency or intra-agency," 5 U.S.C. § 552(b)(5), that

is, its source must be a government agency; and it must be both "predecisional" and "deliberative."

26. The attorney work product doctrine prevents the disclosure of documents prepared in

anticipation of foreseeable litigation, even if no specific claim is contemplated. It applies so long as

some articulable claim, likely to lead to litigation, has arisen. The doctrine, thus, protects information

generated by legal counsel where the document can fairly be said to have been prepared or obtained

because of the prospect of litigation. This privilege protects not only those materials prepared by

attorneys, but extends to materials provides by others directly assisting attorneys in preparation for

litigation.

27. All categories of documents identified in above constitute attorney work product. The

classified FBI "302" reports with attorney notes, the unclassified attorney notes, and the classified

chronology of events were all prepared in anticipation of foreseeable litigation, i.e., the investigation

and prosecution of a person or persons responsible for the unauthorized disclosure of classified

information. As it is well settled that the attorney work product privilege protects all information,

including factual information, no such information is required to be segregated for disclosure.

28. Many of the documents contained in the categories identified in above are also "intra-

agency" records that reflect deliberations comprising part of a process by which government decisions

about the leak investigation are being formulated. Thus, these records would also be properly

protected by the deliberative process privilege.

29. Second, FOIA exemption 6 and (7)(C) permit the withholding of:

(6) personnel and medical files and similar files the disclosure of which would constitute

a clearly unwarranted invasion of personal privacy;
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(7) records or information compiled for law enforcement purposes, but only to the

extent that the production of such law enforcement records or information

(C) could reasonably be expected to constitute an

unwarranted invasion of personal privacy

5 U.S.C. § 562(b)(6) and (7)(C).

30. These interrelated exemptions authorize withholding of information which, if disclosed,

would invade personal privacy. Exemption 6 protects personnel and medical files and similar files,

the disclosure of which would constitute a clearly unwarranted invasion of personal privacy. 5 U.S.C.

§ 552(b)(6). Similarly, FOIA Exemption (7)(c) protects records or information compiled for law

enforcement purposes, production of which could reasonably be expected to constitute an unwarranted

invasion of personal privacy. 5 U.S.C. § 55(b)(7)C).

31. Exemptions 6 and (7)(C) further apply to aspects of the documents identified by category

in paragraph 19 to the extent these records contain the names of individuals who are connected with

terrorism-related investigations and other related law enforcement functions. In addition, the

redactions to the three-page document referred by OIP were made under these exemptions to protect

private information from release. See Exhibit 7.

32. Moreover, the overarching law enforcement purpose for which these records were

compiled was to investigate the unauthorized disclosure of classified information, as previously

discussed. As such, these items plainly also meet Exemption 7's threshold requirement of "records

or information compiled for law enforcement purposes."

33. Exemptions 6 and (7)(C) each requires a balancing of the individuals' right to personal

privacy against the public's interest in shedding light on an agency's performance of its statutory duties.

In undertaking this evaluation, the United States Supreme Court has expressly instructed that a
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requester's purpose in making the request and proposed use of the requested information have no

bearing on the balancing test.

34. It has long been recognized that individuals who are associated with federal criminal

investigations - either as subjects or interviewees - have an inherent privacy interest in that fact not

being publicly divulged. Additionally, identifying federal employees assigned to high profile criminal

investigations, including law enforcement officers, could reasonably be expected to subject these

individuals to harassment or reprisals as well as increase the difficulties of duties which require a low

profile.

35. Revealing such information will add nothing to the public's understanding of how the

Department of Justice works or how it performs its statutory duties, the only factors appropriately

weighed on the public interest side of the balance. The FOIAIPA Unit has determined that the privacy

interest that is protected by refusing to release the names and identifying information clearly outweighs

the nonexistent public interest that might be served by disclosure. Since such disclosure would be

"clearly unwarranted" as required by 5 U.S.C. § 552(b)(6), which is the higher of the two standards

of invasion of privacy, the release of this information also would be "unwarranted" as required by 5

U.S.C. § 552(b)(7)(C).

36. Finally, FOIA exemption (7)(D) permits the withholding of:

(7) records or information compiled for law enforcement purposes, but only to the
extent that the production of such law enforcement records or information

(D) could reasonably be expected to disclose the identity of a confidential
source, including a State, local, or foreign agency or authority or any
private institution which furnished information on a confidential basis,
and, in the case of a record or information compiled by criminal law
enforcement authority in the course of a criminal investigation or by an
agency conducting a lawful national security intelligence investigation,
information furnished by a confidential source..
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5 U.S.C. § 552(b)(7)(D).

37. Exemption 7(D) provides the most comprehensive protection of all of the law enforcement

exemptions in that it exists to ensure that confidential sources are not lost through retaliation against

the sources for past disclosure or because of the sources' fear of future disclosure. In instances where

no express promise ofconfidentialityhas been extended to sources, the source's status as a confidential

source depends on the nature of the crime and the source's relation to it.

38. Portions of the records identified above, which as part of the leak investigation were

compiled for law enforcement purposes, also include the identities of confidential sources, the

disclosure of which could conceivably provoke retaliation against the sources. There can be no doubt

that when a criminal investigation is characterized as involving "a serious issue" by a White House

spokesperson, the nature of the crime is of such consequence that anyone with relevant knowledge

would expect that their statements would not be publicly divulged unless and until such disclosure is

absolutely essentialfor law enforcement purposes. As noted, the identities of these sources are also

protected under Exemptions 6 and 7(C) on the basis of their substantial privacy interests (and,

presently, under Exemption 7(A), as well).

39. As the Criminal Division's investigation into the unauthorized disclosure of classified

information about the Terrorist Surveillance Program is plainly a lawful criminal investigation, all

information furnished by any confidential source - regardless of whether or not it could lead to

identification of the source - is also exempt from disclosure pursuant to Exemption 7(D).

I declare under penalty of perjury that the foregoing is true and correct.

Executed on: April 23. 2008

KATH
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